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1 ɞʅʎɻɾʖɾʙ 

ǴŰȌ ɸŬȍȕȊ ɸŬȍȌȏůȆǼȃȌȊŰŬȆ ȁŬůȆȇǽȎ ŮȍȂŬůǿŮȎ ŭȆŬȐŮǿȍȆůȄȎ ůȏůŰȄȉǼŰȒȊ Windows 

ǴȐȌȈȆȇȗȊ ǨȍȂŬůŰȄȍǿȒȊ. ǴȏȂȇŮȇȍȆȉǽȊŬ ɸŬȍȌȏůȆǼȃȌȊŰŬȆ ŰŬ ŬȇȕȈȌȏȅŬ ȅǽȉŬŰŬ: 

1. Ǫ ȐȍǾůȄ ȇȌȊůȌȈȗȊ ȂȆŬ ŰȄ ŭȆŮȏȇȕȈȏȊůȄ ŭȆŬűȌȍŮŰȆȇȗȊ ŭȆŬȐŮȆȍȆůŰȆȇȗȊ 

ŭȆŬŭȆȇŬůȆȗȊ. 

2. Ǫ ǧȆŬȐŮǿȍȆůȄ ǴȏȉȁǼȊŰȒȊ ȉŮ ȐȍǾůȄ ŰȌȏ Event Viewer 

3. Ǫ ǧȆŬȐŮǿȍȆůȄ ǴȏůȇŮȏȗȊ ȉŮ ȐȍǾůȄ ŰȌȏ Device Manager 

4. Ǫ ǧȆŬȐŮǿȍȆůȄ ǶɸȄȍŮůȆȗȊ ȉǽůŬ Ŭɸȕ ŰȄȊ ȇȌȊůȕȈŬ Services 

5. Ǫ ȐȍǾůȄ ŰȌȏ Remote Desktop ȂȆŬ ŰȄȊ ŬɸȌȉŬȇȍȏůȉǽȊȄ ɸȍȕůȁŬůȄ ȇŬȆ 

ŭȆŬȐŮǿȍȆůȄ ůȏůŰȄȉǼŰȒȊ 

6. Ǳ ȐȍȌȊȌɸȍȌȂȍŬȉȉŬŰȆůȉȕȎ ɸŮȍȆȌŭȆȇȗȊ ŭȆŬȐŮȆȍȆůŰȆȇȗȊ ŮȍȂŬůȆȗȊ ȉŮ ȐȍǾůȄ 

ŰȒȊ Scheduled Tasks 

7. Ǫ ŮȋŮȖȍŮůȄ ůȏůȐŮŰǿůŮȒȊ ȉŮŰŬȋȖ ɸȍȌȂȍŬȉȉǼŰȒȊ ȇŬȆ ȁȆȁȈȆȌȅȄȇȗȊ ȉŮ 

ȐȍǾůȄ ŰȌȏ Dependency Walker, ȉŮ ůȇȌɸȕ ŰȄȊ ŬȊŰȆȉŮŰȗɸȆůȄ 

ɸȍȌȁȈȄȉǼŰȒȊ ůŰȄȊ ȌȍȅǾ ŮȇŰǽȈŮůȄ ŮűŬȍȉȌȂȗȊ 

8. Ǳ ǞȈŮȂȐȌȎ ŭǿůȇȒȊ ȉŮ ȐȍǾůȄ ŰȌȏ ŮȍȂŬȈŮǿȌȏ HD Tune 

9. Ǳ ǞȈŮȂȐȌȎ ȉȊǾȉȄȎ ȉŮ ȐȍǾůȄ ŰȌȏ ŮȍȂŬȈŮǿȌȏ RMMA 

10. Ǳ ǽȈŮȂȐȌȎ ŰȒȊ ůȄȉŮǿȒȊ ŮȇȇǿȊȄůȄȎ ɸȍȌȂȍŬȉȉǼŰȒȊ ȉŮ ȐȍǾůȄ ŰȌȏ 

ŮȍȂŬȈŮǿȌȏ AutoRuns 

11. Ǫ ǧȆŬȐŮǿȍȆůȄ ǧȆŮȍȂŬůȆȗȊ ȉŮ ŰȌ ŮȍȂŬȈŮǿȌ Process Explorer, ɸȌȏ ŮǿȊŬȆ ȇŬŰǼ 

ɸȌȈȖ ŬȊȗŰŮȍȌ ŰȌȏ Task Manager 

12. ǨȍȂŬůǿŮȎ ǧȌȉȄȉǽȊȄȎ ǬŬȈȒŭǿȒůȄȎ ȉŮ ȇŬŰŬůȇŮȏǾ ȇŬȆ ǽȈŮȂȐȌ ȇŬȈȒŭǿȒȊ 

UTP Cat 5/5e 

13. ǥůȇǾůŮȆȎ ůŰŬ ŬȊȒŰǽȍȒ ŬȊŰȆȇŮǿȉŮȊŬ. 

ǵȌ ȏȈȆȇȕ ůȏȉɸȈȄȍȗȊŮŰŬȆ Ŭɸȕ ŰȄȊ ɸȍȗŰȄ ŮȊȕŰȄŰŬ ŰȒȊ ŭȆŬűŬȊŮȆȗȊ ŰȒȊ 

ȄȉŮȍǾůȆȒȊ ůŮȉȆȊŬȍǿȒȊ ǶɸŮȏȅȖȊȒȊ ǴǨǲǨǪǶ (ǴȏůŰȄȉŬŰȆȇǽȎ ǨȍȂŬůǿŮȎ). 
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2 ɣʋʉʎʝʇʀʏ ɝʅɻʔʀʚʍʅʎʂʏ - MMC Consoles (Security  
Configuration  and Analysis ) 

ũȆŬ ŰȄȊ ɸȍŬȂȉŬŰȌɸȌǿȄůȄ ůȖȊȅŮŰȒȊ ŭȆŬȐŮȆȍȆůŰȆȇȗȊ ŮȍȂŬůȆȗȊ ůŰŬ ȏɸȌȈȌȂȆůŰȆȇǼ 

ůȏůŰǾȉŬŰŬ Windows Server 2003 ȇŬȆ Windows XP, ŬȋȆȌɸȌȆŮǿŰŬȆ Ȅ Microsoft 

Management Console (MMC). ǴŰȄȊ MMC ȉɸȌȍȌȖȊ ȊŬ ůȏȊŭȏŬůŰȌȖȊ ŰŬ 

ŬɸŬȍŬǿŰȄŰŬ ŭȆŬȐŮȆȍȆůŰȆȇǼ ŮȍȂŬȈŮǿŬ, ŭȄȉȆȌȏȍȂȗȊŰŬȎ ǽȊŬ ȌȈȌȇȈȄȍȒȉǽȊȌ 

ɸŮȍȆȁǼȈȈȌȊ ȐȍǾůȄȎ ŰȌȏȎ. 

ǵȌ MMC ȉɸȌȍŮǿ ȊŬ ȐȍȄůȆȉȌɸȌȆȄȅŮǿ ȉŮ ŭȖȌ ŭȆŬűȌȍŮŰȆȇȌȖȎ ŰȍȕɸȌȏȎ: 

1. ůŮ user mode, ȕɸȌȏ ǾŭȄ ɸŮȍȆȈŬȉȁǼȊŮȆ ǽȊŬ ůȖȊȌȈȌ ȁŬůȆȇȗȊ ŭȆŬȐŮȆȍȆůŰȆȇȗȊ 

ŮȍȂŬȈŮǿȒȊ, ɸ.Ȑ. ŮɸȆůȇȕɸȄůȄ ŰȒȊ ůȏȉȁǼȊŰȒȊ ŰȌȏ ǭǴ (Event Viewer), 

ǧȆŬȐŮǿȍȆůȄ ǧȆŬȉȌȆȍŬȃȕȉŮȊȒȊ űŬȇǽȈȒȊ (Shared Folders), ǧȆŬȐŮǿȍȆůȄ 

ǴȏůȇŮȏȗȊ ǴȏůŰǾȉŬŰȌȎ (Device Manager) ȇ.Ŭ. 

2. ůŮ author mode, ȕɸȌȏ Ȍ ŭȆŬȐŮȆȍȆůŰǾȎ ȉɸȌȍŮǿ ȊŬ ŮȊŰǼȋŮȆ ŰŬ ŬɸŬȍŬǿŰȄŰŬ ȂȆŬ 

ŬȏŰȕȊ ŭȆŬȐŮȆȍȆůŰȆȇǼ ŮȍȂŬȈŮǿŬ. 

ǴŰȆȎ ŮɸȕȉŮȊŮȎ ɸŬȍŬȂȍǼűȌȏȎ ɸŬȍȌȏůȆǼȃŮŰŬȆ Ȍ ŰȍȕɸȌȎ ȐȍǾůȄȎ ŰȄȎ MMC ůŮ 

author mode, ȂȆŬ ŰȄȊ ŬȋȆȌɸȌǿȄůȄ ŰȌȏ ŮȍȂŬȈŮǿȌȏ çSecurity Configuration and 

Analysisè. 

ũȆŬ ȊŬ űȌȍŰȗůȌȏȉŮ ȇǼɸȌȆŬ MMC Console, ŰȍǽȐȌȏȉŮ Ŭɸȕ Start Ÿ Run ŰȌ mmc: 
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ǨȆȇȕȊŬ 2-2 

ũȆŬ ŰȄȊ ɸȍȌůȅǾȇȄ ȉȆŬȎ MMC Console ŮɸȆȈǽȂȌȏȉŮ File Ÿ Add/Remove Snap-In: 
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ǨȆȇȕȊŬ 2-4 

ǲŬŰǼȉŮ ŰȌ ȇȌȏȉɸǿ Add ȂȆŬ ȊŬ ŭȌȖȉŮ ŰŬ ŭȆŬȅǽůȆȉŬ Snap-Ins: 
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ǨȆȇȕȊŬ 2-5 

ũȆŬ ɸŬȍǼŭŮȆȂȉŬ ŮɸȆȈǽȂȌȏȉŮ ŰȌ Snap-In ñSecurity Configuration and Analysisò: 
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ǨȆȇȕȊŬ 2-6 

ǲŬŰǼȉŮ ůŰȌ ȇȌȏȉɸǿ Add, ȉŮŰǼ ůŰȌ ȇȌȏȉɸǿ Close ȇŬȆ ȇŬŰȕɸȆȊ ůŰȌ ȇȌȏȉɸǿ ǱǬ: 
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ǨȆȇȕȊŬ 2-8 

 

ǨȆȇȕȊŬ 2-9 
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ǮŮ ŭŮȋǿ ȇȈȆȇ ŮɸȆȈǽȂȌȏȉŮ ŰȌ Open Database: 

 

ǨȆȇȕȊŬ 2-10 

ǨɸȆȈǽȂȌȏȉŮ ȕȊȌȉŬ ȂȆŬ ŰȄ database ɸȌȏ ȅŬ ŭȄȉȆȌȏȍȂȄȅŮǿ: 
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ǨȆȇȕȊŬ 2-11 

ǨɸȆȈǽȂȌȏȉŮ template ȁǼůŮȆ ŰȌȏ ȌɸȌǿȌȏ ȅǽȈȌȏȉŮ ȊŬ ȍȏȅȉǿůȌȏȉŮ ŰȌ ůȖůŰȄȉǼ ȉŬȎ: 

 

ǨȆȇȕȊŬ 2-12 

ǬŬŰȕɸȆȊ ŭŮȋǿ ȇȈȆȇ ȇŬȆ ŮɸȆȈǽȂȌȏȉŮ ñAnalyze Computer Nowò: 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 
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ǨȆȇȕȊŬ 2-13 

ǨɸȆȈǽȂȌȏȉŮ ȇŬŰǼȈȌȂȌ ȂȆŬ ŰȌ log file: 

 

ǨȆȇȕȊŬ 2-14 

ǴŰȄȊ ŮɸȕȉŮȊȄ ȌȅȕȊȄ ŮȉűŬȊǿȃȌȊŰŬȆ ŰŬ ŬɸȌŰŮȈǽůȉŬŰŬ ŰȄȎ ŬȊǼȈȏůȄȎ. ǮŮ ɸȍǼůȆȊȌ 

ŮǿȊŬȆ ȕůŬ ůȏȉűȒȊȌȖȊ ȉŮ ŰȌ template, ȉŮ ȇȕȇȇȆȊȌ ȕůŬ ŭŮ ůȏȉűȒȊȌȖȊ ŮȊȗ 

ŮȊŭǽȐŮŰŬȆ ȊŬ ȏɸǼȍȐȌȏȊ ȇŬȆ ŮɸȆȈȌȂǽȎ ɸȌȏ ŭŮȊ ŬȊŬȈȖȅȄȇŬȊ ȂȆŬŰǿ ŭŮȊ ȏɸǾȍȐŬȊ ůŰȌ 

template: 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 
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ǨȆȇȕȊŬ 2-15 

ǥɸȕ ŰȄȊ ŮɸȆȈȌȂǾ System Services, ȉŮ ŭŮȋǿ ȇȈȆȇ ůŮ ȇǼɸȌȆŬ ȏɸȄȍŮůǿŬ ŮɸȆȈǽȂȌȏȉŮ 

Properties: 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 
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ǨȆȇȕȊŬ 2-16 

 

ǨȆȇȕȊŬ 2-17 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 
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ǲŬŰȗȊŰŬȎ ůŰȌ ȇȌȏȉɸǿ ñView Securityò ȁȈǽɸȌȏȉŮ ŰȄȊ ȇŬȍŰǽȈŬ Security ȂȆŬ ŰȄȊ 

ȏɸȄȍŮůǿŬ: 

 

ǨȆȇȕȊŬ 2-18 

ǨɸȆȈǽȂȌȊŰŬȎ ñDefine this policy in the databaseò ȇŬȆ ȇŬŰȕɸȆȊ ɸŬŰȗȊŰŬȎ ůŰȌ 

ȇȌȏȉɸǿ ñEdit Securityò: 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 
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ǨȆȇȕȊŬ 2-19 

ǮɸȌȍȌȖȉŮ ȊŬ ŬȈȈǼȋȌȏȉŮ ŰȄȊ ȇŬȍŰǽȈŬ Security ȂȆŬ ŰȄȊ ȏɸȄȍŮůǿŬ: 

 

ǨȆȇȕȊŬ 2-20 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 
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3 ɝʅɻʔʀʚʍʅʎʂ ɫʑʈɼʗʉʐʖʉ - Event Viewer  

ũȆŬ ŰȄ ȂȍǾȂȌȍȄ ŮɸȆůȇȕɸȄůȄ ŰȌȏ ŬȍȐŮǿȌȏ ȇŬŰŬȂȍŬűǾȎ ůȏȉȁǼȊŰȒȊ 

ȐȍȄůȆȉȌɸȌȆŮǿŰŬȆ ŰȌ ŮȍȂŬȈŮǿȌ Event Viewer, ȉǽůŬ Ŭɸȕ ŰȄȊ MMC ůŮ user mode. ǴŮ 

ȇǼȅŮ ůȖůŰȄȉŬ Windows ɸȍŬȂȉŬŰȌɸȌȆȌȖȊŰŬȆ ȇŬŰŬȂȍŬűǽȎ ȂȆŬ ŰȆȎ ŬȇȕȈȌȏȅŮȎ 

ȇŬŰȄȂȌȍǿŮȎ ůȏȉȁǼȊŰȒȊ: 

1. Application 

2. Security 

3. System 

ǥȊǼȈȌȂŬ ȉŮ ŰȆȎ ŮɸȆɸȈǽȌȊ ȈŮȆŰȌȏȍȂǿŮȎ Ǿ ȏɸȄȍŮůǿŮȎ ɸȌȏ ŮǿȊŬȆ ŮȂȇŬŰŮůŰȄȉǽȊŮȎ ůŰȌ 

ůȖůŰȄȉŬ ŮǿȊŬȆ ŭȏȊŬŰȕȊ ȊŬ ɸȍŬȂȉŬŰȌɸȌȆȌȖȊŰŬȆ ȇŬŰŬȂȍŬűǽȎ ůȏȉȁǼȊŰȒȊ ȂȆŬ 

ɸŮȍȆůůȕŰŮȍŮȎ ȇŬŰȄȂȌȍǿŮȎ, ȕɸȒȎ ȂȆŬ ɸŬȍǼŭŮȆȂȉŬ: 

1. DNS Server, ȂȆŬ ŰȄ ȈŮȆŰȌȏȍȂǿŬ ŰȄȎ ȏɸȄȍŮůǿŬȎ DNS, 

2. Directory Service ȇŬȆ File Replication Service ȂȆŬ ŰȄ ȈŮȆŰȌȏȍȂǿŬ ŰȌȏ Server 

ȒȎ Domain Controller. 

ǬǼȅŮ ȇŬŰŬȂȍŬűǾ ůȏȉȁǼȊŰȌȎ ȇŬŰȄȂȌȍȆȌɸȌȆŮǿŰŬȆ ȒȎ ɸȍȌȎ ŰȄȊ ȇȍȆůȆȉȕŰȄŰǼ ŰȄȎ ůŮ: 

1. ǭǼȅȌȎ (Error) 

2. ǲȍȌŮȆŭȌɸȌȆȄŰȆȇȕ ȉǾȊȏȉŬ (Warning) 

3. ǲȈȄȍȌűȌȍȆŬȇȕ ȉǾȊȏȉŬ (Information) 

ũȆŬ ȇǼȅŮ ůȏȉȁǼȊ ȇŬŰŬȂȍǼűȌȊŰŬȆ ŰŬ ŬȇȕȈȌȏȅŬ ůŰȌȆȐŮǿŬ: 

1. Ǫ ȇŬŰȄȂȌȍȆȌɸȌǿȄůȄ ŰȄȎ ȇȍȆůȆȉȕŰȄŰǼȎ ŰȌȏ 

2. ǴŰȌȆȐŮǿŬ ȐȍȕȊȌȏ 

3. Ǫ ɸȄȂǾ Ŭɸȕ ŰȄȊ ɸȍȌǾȈȅŮ ŰȌ ůȏȉȁǼȊ (ȏɸȄȍŮůǿŬ Ǿ ŮűŬȍȉȌȂǾ) 

4. ǨɸȆȉǽȍȌȏȎ ȇŬŰȄȂȌȍȆȌɸȌǿȄůȄ ŰȌȏ ůȏȉȁǼȊŰȌȎ ȒȎ ɸȍȌȎ ŰȄȊ ɸȄȂǾ 

5. ǥȍȆȅȉȄŰȆȇȕȎ ǬȒŭȆȇȕȎ 

6. Ǳ ȐȍǾůŰȄȎ ȂȆŬ ŰȌȊ ȌɸȌǿȌ ǽŰȍŮȐŮ Ȅ ŮűŬȍȉȌȂǾ Ǿ Ȅ ȏɸȄȍŮůǿŬ (SYSTEM) 

7. Ǳ ȏɸȌȈȌȂȆůŰǾȎ ůŰȌȊ ȌɸȌǿȌ ȇŬŰŬȂȍǼűȄȇŮ ŰȌ ůȏȉȁǼȊ 

ǮŮ ŭŮȋǿ ȇȈȆȇ ůŰȌ My Computer ȇŬȆ ŮɸȆȈǽȂȌȊŰŬȎ Manage, ȉɸȌȍȌȖȉŮ ȊŬ ǽȐȌȏȉŮ 

ɸȍȕůȁŬůȄ ůŰȌ Computer Management MMC ȇŬȆ Ŭɸȕ ŮȇŮǿ ůŰȌȊ Event Viewer: 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 
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ǨȆȇȕȊŬ 3-1 

ǮŮ ŭŮȋǿ ȇȈȆȇ ůŮ ȇǼɸȌȆŬ ȇŬŰȄȂȌȍǿŬ Events ȇŬȆ ŮɸȆȈǽȂȌȊŰŬȎ Properties: 

 

ǨȆȇȕȊŬ 3-2 

ǽȐȌȏȉŮ ɸȍȕůȁŬůȄ ůŰȆȎ ȆŭȆȕŰȄŰŮȎ ŬȏŰǾȎ ŰȄȎ ŮȊȕŰȄŰŬȎ ŰȒȊ Events: 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 
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ǨȆȇȕȊŬ 3-3 

ǴŰȄȊ ȇŬȍŰǽȈŬ Filter ȉɸȌȍȌȖȉŮ ȊŬ ŮȆůǼȂȌȏȉŮ ȇȍȆŰǾȍȆŬ ȗůŰŮ ȊŬ ɸŮȍȆȌȍǿůȌȏȉŮ ŰȌȊ 

ŬȍȆȅȉȕ ŰȒȊ ŮȉűŬȊȆȃȕȉŮȊȒȊ events ȇŬȆ ȊŬ ŮɸŮȋŮȍȂŬůŰȌȖȉŮ ŮȏȇȌȈȕŰŮȍŬ 

ɸȈȄȍȌűȌȍǿŮȎ ȂȆŬ ůȏȂȇŮȇȍȆȉǽȊȄ ȏɸȄȍŮůǿŬ Ǿ ȐȍȌȊȆȇȕ ŭȆǼůŰȄȉŬ: 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 
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ǨȆȇȕȊŬ 3-4ǨɸȆȈȌȂǾ events ȁǼůŮȆ ŰȒȊ ȆŭȆȌŰǾŰȒȊ ŰȌȏȎ 

 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 
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4 ɝʅɻʔʀʚʍʅʎʂ ɫʑʎʆʀʑʡʉ - Device Manager (Hidden Devices)  

ǥɸȕ ŰȌ Computer Management ȉɸȌȍȌȖȉŮ ȊŬ ǽȐȌȏȉŮ ɸȍȕůȁŬůȄ ȇŬȆ ůŰȌ Device 

Manager (devmgmt.msc), ȗůŰŮ ȊŬ ŭȌȖȉŮ ŰȆȎ ŮȂȇŬŰŮůŰȄȉǽȊŮȎ ůȏůȇŮȏǽȎ. ǮǿŬ 

ȐȍǾůȆȉȄ ŭȏȊŬŰȕŰȄŰŬ ŮǿȊŬȆ Ȅ ŬűŬǿȍŮůȄ Ŭɸȕ ŬȏŰǾ ŰȄ ȈǿůŰŬ (ǼȍŬ ȇŬȆ Ŭɸȕ ŰȌ 

ȉȄŰȍȗȌ), ůȏůȇŮȏȗȊ ɸȌȏ ȇǼɸȌŰŮ ŮǿȐŬȊ ŮȂȇŬŰŬůŰŬȅŮǿ ůŰȌ ůȖůŰȄȉŬ, ŬȈȈǼ ɸȈǽȌȊ 

ǽȐȌȏȊ ŬɸȌȉŬȇȍȏȊȅŮǿ Ŭɸȕ ŬȏŰȕ. ǲȍŬȂȉŬŰȌɸȌȆŮǿůŰŮ ŰŬ ŬȇȕȈȌȏȅŬ ȁǾȉŬŰŬ: 

1. ǬǼȊŰŮ ŭŮȋǿ ȇȈȆȇ ůŰȌ ŮȆȇȌȊǿŭȆȌ Ǳ ǶɸȌȈȌȂȆůŰǾȎ ȉȌȏ (My Computer). 

2. ǬǼȊŰŮ ȇȈȆȇ ůŰȄȊ ŮȊŰȌȈǾ ǫŭȆȕŰȄŰŮȎ (Properties). 

3. ǬǼȊŰŮ ȇȈȆȇ ůŰȄȊ ȇŬȍŰǽȈŬ ũȆŬ ɸȍȌȐȒȍȄȉǽȊȌȏȎ (Advanced). 

4. ǬǼȊŰŮ ȇȈȆȇ ůŰȄȊ ȇŬȍŰǽȈŬ ǮŮŰŬȁȈȄŰǽȎ ɸŮȍȆȁǼȈȈȌȊŰȌȎ (Environment 

Variables). 

5. ǱȍǿůŰŮ ŰȆȎ ȉŮŰŬȁȈȄŰǽȎ ůŰȌ ɸȈŬǿůȆȌ ǮŮŰŬȁȈȄŰǽȎ ůȏůŰǾȉŬŰȌȎ (System 

Variables). 

 

ǨȆȇȕȊŬ 4-1 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 
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ǨȆȇȕȊŬ 4-2 

ǱȍǿȃȌȏȉŮ ŰȄȊ ŬȇȕȈȌȏȅȄ ȊǽŬ ȉŮŰŬȁȈȄŰǾ ůȏůŰǾȉŬŰȌȎ 

devmgr_show_nonpresent_devices ůŰȄȊ ŰȆȉǾ ó1ô: 

 

ǨȆȇȕȊŬ 4-3 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 
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ǨȆȇȕȊŬ 4-4 

ũȆŬ ȊŬ ȉɸȌȍǽůŮŰŮ ȊŬ ŭŮǿŰŮ ŰȆȎ ůȏůȇŮȏǽȎ ɸȌȏ ŭŮȊ ŮǿȊŬȆ ůȏȊŭŮŭŮȉǽȊŮȎ ůŰȌȊ 

ȏɸȌȈȌȂȆůŰǾ, ȇǼȊŰŮ ȇȈȆȇ ůŰȄȊ ŮɸȆȈȌȂǾ ǨȉűǼȊȆůȄ ŰȒȊ ȇȍȏűȗȊ ůȏůȇŮȏȗȊ (Show 

hidden devices) ůŰȌ ȉŮȊȌȖ ǲȍȌȁȌȈǾ (View) ŰȄȎ ǧȆŬȐŮǿȍȆůȄȎ ǴȏůȇŮȏȗȊ (Device 

Manager). 

 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 
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5 ɝʅɻʔʀʚʍʅʎʂ ɭʌʂʍʀʎʅʡʉ - Services 

ǥɸȕ ŰȌ Computer Management ȉɸȌȍȌȖȉŮ ȊŬ ǽȐȌȏȉŮ ɸȍȕůȁŬůȄ ȇŬȆ ůŰȆȎ 

ǶɸȄȍŮůǿŮȎ (services.msc), ȗůŰŮ ȊŬ ŭȌȖȉŮ ŰȆȎ ȏɸȄȍŮůǿŮȎ ŰȌȏ ůȏůŰǾȉŬŰȌȎ: 

 

ǨȆȇȕȊŬ 5-1 

ǨɸȆȈǽȂȌȊŰŬȎ ȇǼɸȌȆŬ ȏɸȄȍŮůǿŬ ȇŬȆ ɸŬŰȗȊŰŬȎ ŭŮȋǿ ȇȈȆȇ ȇŬȆ Properties ȉɸȌȍȌȖȉŮ 

ȊŬ ŭȌȖȉŮ ŰȆȎ ȆŭȆȕŰȄŰǽȎ ŰȄȎ: 
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ǨȆȇȕȊŬ 5-2 

ǥɸȕ ŰȄȊ ȇŬȍŰǽȈŬ ñLog Onò ȉɸȌȍȌȖȉŮ ȊŬ ŬȈȈǼȋȌȏȉŮ ŰȌ ȈȌȂŬȍȆŬůȉȕ ɸȌȏ ŮȇȇȆȊŮǿ 

ŰȄȊ ȏɸȄȍŮůǿŬ: 

 

ǨȆȇȕȊŬ 5-3 
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ǨȆȇȕȊŬ 5-4 

ǥɸȕ ŰȄȊ ȇŬȍŰǽȈŬ ñDependenciesò ŮǿȉŬůŰŮ ůŮ ȅǽůȄ ȊŬ ŭȌȖȉŮ ŬȊ ŬȏŰǾ Ȅ ȏɸȄȍŮůǿŬ 

ŮȋŬȍŰǼŰŬȆ Ŭɸȕ ǼȈȈŮȎ ȂȆŬ ȊŬ ŮȇȇȆȊȄȅŮǿ Ǿ ȐȍŮȆǼȃŮŰŬȆ ȊŬ ŰȍǽȐŮȆ ȗůŰŮ ȊŬ ŮȇȇȆȊȄȅȌȖȊ 

ǼȈȈŮȎ ȏɸȄȍŮůǿŮȎ: 

 

ǨȆȇȕȊŬ 5-5 
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ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 

 

29 

 

 

ǨȆȇȕȊŬ 5-6 

ǲȌȈȈǽȎ űȌȍǽȎ ŮǿȊŬȆ ȐȍǾůȆȉȌ ȊŬ ŭȆŬŰǼůůȌȏȉŮ ŰȆȎ ȏɸȄȍŮůǿŮȎ ȇŬŰǼ Startup Type 

ȗůŰŮ ȊŬ ŮȊŰȌɸǿȃȌȏȉŮ ŮȇŮǿȊŮȎ ɸȌȏ ŮǿȊŬȆ ŰȖɸȌȏ Automatic, ŬȈȈǼ ŭŮȊ ǽȐȌȏȊ 

ȋŮȇȆȊǾůŮȆ (ŭŮȊ ŮǿȊŬȆ ůŮ ȇŬŰǼůŰŬůȄ Started). ǨȊŭŮȐȌȉǽȊȒȎ ȊŬ ɸȍȕȇŮȆŰŬȆ ȂȆŬ 

ɸȍȕȁȈȄȉŬ ŬȊ ŮȊŰȌɸǿůȌȏȉŮ ȇǼŰȆ ŰǽŰȌȆȌ, ŬȊ ȇŬȆ ȏɸǼȍȐȌȏȊ ɸŮȍȆɸŰȗůŮȆȎ ŰǽŰȌȆȒȊ 

ȏɸȄȍŮůȆȗȊ (ɸ.Ȑ. Computer Browser, Security Center) ɸȌȏ ŭŮȊ ɸŬȍŬɸǽȉɸȌȏȊ ůŮ 

ɸȍȕȁȈȄȉŬ. 
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6 Remote Desktop  

Ǫ ŬɸȌȉŬȇȍȏůȉǽȊȄ ɸȍȕůȁŬůȄ ȉɸȌȍŮǿ ȊŬ ŮȇȇȆȊȄȅŮǿ ȇŬȆ ȉŮ ŰȄȊ ŮȊŰȌȈǾ mstsc. ǥȊ Ȅ 
ŮȊŰȌȈǾ ŬȏŰǾ ůȏȊȌŭŮȖŮŰŬȆ Ŭɸȕ ŰȌ switch /console (/admin ȂȆŬ Windows XP SP3, 

Windows Vista ȇŬȆ Windows 2008) ŰȕŰŮ Ȅ ůȖȊŭŮůȄ ɸȍŬȂȉŬŰȌɸȌȆŮǿŰŬȆ ůŰȌ 

ȈŮȂȕȉŮȊȌ console session ŰȌȏ ŬɸȌȉŬȇȍȏůȉǽȊȌȏ ůȏůŰǾȉŬŰȌȎ. 

 

ǨȆȇȕȊŬ 6-1 ǨȇȇǿȊȄůȄ ŬɸȌȉŬȇȍȏůȉǽȊȄȎ ɸȍȕůȁŬůȄȎ 

ǴŰȆȎ ŮɸȆȈȌȂǽȎ, Ŭɸȕ ŰȄȊ ȇŬȍŰǽȈŬ Display ȉɸȌȍȌȖȉŮ ȊŬ ŬȈȈǼȋȌȏȉŮ ŰȆȎ 

ɸŬȍŬȉǽŰȍȌȏȎ ůȐŮŰȆȇǼ ȉŮ ŰȆȎ ȍȏȅȉǿůŮȆȎ ȌȅȕȊȄȎ ȂȆŬ ŰȄȊ ŬɸȌȉŬȇȍȏůȉǽȊȄ 

ɸȍȕůȁŬůȄ: 

 

ǨȆȇȕȊŬ 6-2 ǳȏȅȉǿůŮȆȎ ȈŮȆŰȌȏȍȂǿŬȎ 
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ǥɸȕ ŰȄȊ ȇŬȍŰǽȈŬ Local Resources ȉɸȌȍȌȖȉŮ ȊŬ ŮɸȆȈǽȋȌȏȉŮ ŬȊ ȅŬ ȉŮŰŬűǽȍŮŰŬȆ 

ȇŬȆ Ȍ ǾȐȌȎ Ŭɸȕ ŰȌ ŬɸȌȉŬȇȍȏůȉǽȊȌ ůȖůŰȄȉŬ ȇŬȅȗȎ ȇŬȆ ɸȌȆȌȆ Ŭɸȕ ŰȌȏȎ ŰȌɸȆȇȌȖȎ 

ɸȕȍȌȏȎ (ɸ.Ȑ. ŮȇŰȏɸȒŰǽȎ, ŭǿůȇȌȆ) ȅŬ ŮǿȊŬȆ ŭȆŬȅǽůȆȉȌȆ ůŰȌ ŬɸȌȉŬȇȍȏůȉǽȊȌ 

ůȖůŰȄȉŬ: 

 

ǨȆȇȕȊŬ 6-3 ǷȍǾůȄ ŰȌɸȆȇȗȊ ɸȕȍȒȊ ůŰȌȊ ŬɸȌȉŬȇȍȏůȉǽȊȌ ȏɸȌȈȌȂȆůŰǾ 

ǥɸȕ ŰȄȊ ȇŬȍŰǽȈŬ Experience ȉɸȌȍȌȖȉŮ ȊŬ ŮɸȆȈǽȋȌȏȉŮ ɸȍȌűǿȈ ŬȊǼȈȌȂŬ ȉŮ ŰȄȊ 

ŰŬȐȖŰȄŰŬ ŰȄȎ ůȖȊŭŮůȄȎ Ǿ ȇŬȆ ůȏȂȇŮȇȍȆȉǽȊŬ ůŰȌȆȐŮǿŬ ɸȌȏ ȅŬ ȉŮŰŬűǽȍȌȊŰŬȆ, ȗůŰŮ 

ȊŬ ŮǿȊŬȆ ȌȉŬȈǾ ȇŬȆ ŬɸȍȕůȇȌɸŰȄ Ȅ ŬɸȌȉŬȇȍȏůȉǽȊȄ ɸȍȕůȁŬůȄ: 

 

ǨȆȇȕȊŬ 6-4 ǳȖȅȉȆůȄ ȈŮȆŰȌȏȍȂǿŬȎ ŬȊǼȈȌȂŬ ȉŮ ŰȄȊ ŰŬȐȖŰȄŰŬ ŰȄȎ ŭȆȇŰȏŬȇǾȎ ɸȍȕůȁŬůȄȎ 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
ƂƥÙƜƤƟƠƮƭƤƥƷƧ ƍƦƢƪƩƯƩƪƤƥƙƫ 

ƉƢưƜƧƤƬÕƩƚ ƥƜƤ ƠƪƞƜƦƠƚƜ ƟƤƜưƠƚƪƤƬƢƫ ƏƂƍƂƄƑ ÕƠ 
Windows Server 2003 ƥƜƤ Windows XP 

 

32 

 

ǥɸȕ ŰȄȊ ȇŬȍŰǽȈŬ Advanced ŭȆŬȅǽŰȌȏȉŮ ŮɸȆȈȌȂǽȎ ŰȕůȌ ȂȆŬ ŰȌ Server 

Authentication Ŭɸȕ ŰȌ ŬɸȌȉŬȇȍȏůȉǽȊȌ ȉȄȐǼȊȄȉŬ ȇŬȅȗȎ ȇŬȆ ŬȊ ȅŬ 

ȐȍȄůȆȉȌɸȌȆȄȅŮǿ ȇǼɸȌȆȌȎ Terminal Services Gateway ȂȆŬ ŰȄȊ ŬɸȌȉŬȇȍȏůȉǽȊȄ 

ɸȍȕůȁŬůȄ: 

 

ǨȆȇȕȊŬ 6-5 ǳȏȅȉǿůŮȆȎ ŬȏȅŮȊŰȆȇȌɸȌǿȄůȄȎ ȇŬȆ ůȖȊŭŮůȄȎ ȉǽůȒ TS Gateway 
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7 Scheduled Tasks 

ǮŮ ŰȄȊ ŮűŬȍȉȌȂǾ Scheduled Tasks ȉɸȌȍȌȖȉŮ ȊŬ ȐȍȌȊȌɸȍȌȂȍŬȉȉŬŰǿȃȌȏȉŮ 

ŮȍȂŬůǿŮȎ ůŮ ȏɸȌȈȌȂȆůŰȆȇǼ ůȏůŰǾȉŬŰŬ MS Windows. Ǫ ŮűŬȍȉȌȂǾ ŮȊŮȍȂȌɸȌȆŮǿŰŬȆ 

Ŭɸȕ Start > Control Panel. 

 

ǨȆȇȕȊŬ 7-1 

ǴŰȌ Control Panel ŬȊȌǿȂȌȏȉŮ ŰŬ Schedules Tasks (Ǿ Task Scheduler ůŮ ɸŬȈȆȕŰŮȍŮȎ 

ŮȇŭȕůŮȆȎ). 
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ǨȆȇȕȊŬ 7-2 

ǲȍȌůȅǽŰȌȏȉŮ ȊǽŬ ȐȍȌȊȌɸȍȌȂȍŬȉȉŬŰȆůȉǽȊȄ ŮȍȂŬůǿŬ ȉŮ ŰȄȊ ŮɸȆȈȌȂǾ çAdd 

Scheduled Taskè. ǞůŰȒ ɸȒȎ ȅǽȈȌȏȉŮ ȊŬ ȇǼȊȌȏȉŮ ŬȊŬůȏȂȇȍȕŰȄůȄ ŰȌȏ 

ŭǿůȇȌȏ/ȇŬŰǼŰȉȄůȄȎ C: ůŰȌȊ ȏɸȌȈȌȂȆůŰǾ ȉŬȎ ȇǼȅŮ ȉǾȊŬ. 

 

ǨȆȇȕȊŬ 7-3 
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ǨɸȆȈǽȂȌȏȉŮ next ůŰȄȊ ŮɸȕȉŮȊȄ ȌȅȕȊȄ. 

 

 

ǨȆȇȕȊŬ 7-4 

ǮŮ browse ŮȊŰȌɸǿȃȌȏȉŮ ȇŬȆ ŮɸȆȈǽȂȌȏȉŮ ŰȌ ɸȍȕȂȍŬȉȉŬ defrag.exe. 
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ǨȆȇȕȊŬ 7-5 

ǨɸȆȈǽȂȌȏȉŮ ŰȄ ůȏȐȊȕŰȄŰŬ ȉŮ ŰȄȊ ȌɸȌǿŬ ȅŬ ɸȍŬȂȉŬŰȌɸȌȆŮǿŰŬȆ Ȅ ŮȍȂŬůǿŬ. 



ƍƪƜƥƭƤƥƙ ƂƥÙƜƚƟƠƮƬƢ  
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ǧǿȊȌȏȉŮ ŰŬ ůŰȌȆȐŮǿŬ ŰȌȏ ȐȍǾůŰȄ ȉŮ ŰŬ ȌɸȌǿŬ ȅŬ ɸȍŬȂȉŬŰȌɸȌȆŮǿŰŬȆ Ȅ 

ȐȍȌȊȌɸȍȌȂȍŬȉȉŬŰȆůȉǽȊȄ ŮȍȂŬůǿŬ. 

 

ǥűǾȊȌȏȉŮ ȊŬ ŬȊȌǿȋȌȏȊ ȌȆ ɸȍȌȐȒȍȄȉǽȊŮȎ ȍȏȅȉǿůŮȆȎ. 


